DHI

Troubleshooting Guide MIKE WaterNet Advisor

This document contains information that helps to detect or fix connection problems.
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1. MIKE WaterNet Advisor does not behave correctly, or parts of the User Interface appears to be
missing

1. Delete data from cache in your Web browser.
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2. MIKE WaterNet Advisor application seems to be outdated

1. Run the update utility that is located on the MIKE WaterNet Advisor server:
C:\DHI\WNAupdater\UpdateUtilityGUl.exe

DHI
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3. Network layers (pipes, tanks, etc.) are not displayed in the Map window and the Map window
contains only Open Street Map

1. Allow for TCP inbound and outbound connections on ports 80 and 8080 on the firewall and your
network security. In case of SSL connections, check the port 8443 too.

2. Check if the network display problems remain when you zoom-in into a small portion of a network.
3. Check if the network allows for the connection to the Geoserver

- In case of secure SLL connections: http://<name>:8443/geoserver/
Where <name> is the computer/Waternet Advisor server name, e.g. abc.waternet.dhigroup.com

- In case of non-SLL connections: http://<name>:8080/geoserver/

Where <name> is the computer/Waternet Advisor server name IP address or a name, or “localhost” if
the application if the connection is made from the server where the application is installed.

If the connection was successful, it will display a page as shown below where they can login as “admin”
and use the credentials provided in the delivery protocol. In case that there is an error, report the error

back to us.
> GeoServer Welcome x |+ =
& O 8 https://opus.waternet.dhigroup.com:2443/geoserver/web/ kot =
usemame I IDES?‘U.’DF’! I Ren‘e’“ber me I ‘

GeoServer

Welcome

Wwelcome

About & Status
&) About GeoSsrver

Data This GeoServer belongs to The Ancent Geographers, Service Capabilities
Layar Preview wee
This GeoServer instance is running version 2.11.0. For more informztion please contact the ch ¥
Demos administrator.
1.1.0
111
L1
2.0.1
WFS
1
2.0.0
WMS
11.1
1.3.0
WPS

1.0.0

4. Connect to MIKE WaterNet Advisor and select “Web Developer” from your Web browser and select
“Network”. The screen shot below is from Firefox.

- Zoom in the Map so that the application start reporting messages
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- Enter “WMS” into the Filter and locate one that has “GetMap” in the request body.

< ]

Double click the request or right-click the request and copy the URL and open it in a new browser
window. If all works well it will display the request result in the browser. As it does not work well and an
error message is displayed, report the error message back to us.
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4. MIKE WaterNet Advisor update utility does not run automatically

1. Check Task scheduler
a. Status must be ready (if not you must enable it)
b. Last Run Result code must be (0x0)

(®) Task Scheduler
File Action View Help

=55 0=

DHI

@ Task Scheduler (Local)

. Name Status  Triggers
@ Task Scheduler Library _
5 Adobe Acrobat Update Task Ready Multiple triggers defined
(D CreateExplorerShellUnelevatedT.. Ready When the task is created or modified
(5 DHI WNA autoupdate Ready At 23:12 every Saturday of every week, starting 26.11.2019

2. If status not ready
a. Inthe right menu click to “Enable”

MNext Run Time
17.05.2022 13:00:00

Last Run Time
17.05.2022 11:25:36
30.11,1999 0:00:00

21.05.2022 231226 29.09.2021 8:02:42

@ Task Scheduler

File Action View Help

&= 1Tl HE

Last Run Result

Operace byla dokonéena dspéiné. (0x0)
Uloha jeété nebyla spuiténa. (0x41303)
Operace byla dokonéena Uspéiné, (0x0)

@ Ta.lerSc::d:ledr (lLocLaE Name Status  Triggers Al || Actions
7, Task Scheduler Library .
3 (5 Adobe Acrobat Update Task  Ready Multiple triggers defined Task Scheduler Library -
) CreateExplorerShellUneleva... Ready When the task is created or modified _03 Create Basic Task...
HI WNA autoupdate Disabled At 23:12 every Saturday of every week, starting . Create Task..
) GoogleUpdateTaskMachine... Ready Multiple triggers defined | Task
) GoogleUpdateTaskMachine... Ready At 7:31 every day - After triggered, repeat ever mport Task...
(B MicrosoftEdgeUpdateTask...  Ready Multiple triggers defined v [zl Display All Running Tasks
< > &] Disable All Tasks History
General Triggers Actions Conditions Settings History “| Mew Folder...
MName: DHI WNA autoupdate ~ View »
3 Refresh
Location:  \ —
Author: DHMjari Help
Description: Selected Iterm -
4 Enable
Export...
& Properties
Security options x Delete
: - Help
When running the task, use the following user account: v
< >

b. Run Autoupdater from Task Scheduler.

C.

Wait 30 minutes.

d. Check last log (common way is c:\DHI\WNAupdater\Logs\) is everything is ok.

3. If Last Run Result has wrong code

a.
b.
C.

Check AutoUpdater folder (common way is c:\DHI\WNAupdater).
If is here more that four folder its need clean up.

Delete all folders and files, only Backup, Configs, Logs and Updater stay here.
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w cADHNWMNAUpdater™*
* Mazev Prip
18
[Backups]
[Configs]
[Logs]
. [Updater]

Run Autoupdater from Task Scheduler.
Wait 30 minutes.

@ o o

DHI

Go to Update folder, copy all files here and paste there files to WNAupdater folder.

Check last log (common way is c:\DHI\WNAupdater\Logs\) is everything is ok.
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5. New SSL protocol was received, and it needs to be updated in the application

These steps need to be done on the server side.

1. Open llIS Internet Information Services on the server and add the SSL certificate

DHI

6 Inte - O X
(c €5 ) 10095105 WNA-1 » N e-
File View Help
Connections @ " Actions
- r é! Server Certificates —
: :5 Start Page Use this feature to request and manage certificates that the Web server can use with websites configured for SL, Create Certificate Request.
~ SIS0 00 0o Complete Certificate Reque
(2 Application Pools Filter: - ¥ Go - GhShowAll | Groupby: NoGrouping =
~ (@) Sites
< @ Defoult Web Sie Name Issued To Issued B Expiration Date ificate Hash Certficate Store
1 bower_componen{ | WMSVC-SHAZ WMSvc-SHA2-1009510 Impert Certificate 2 X (BE4TECAI214DTTOT3ES..  Personal
| docs
= s Certificate file (pfi:
@ watemnet_webapi U |
Password:
Select Certificate Store:
Personal -
Allow this certificate to be exported
Cancel
< 5| [ETFeatures View |i% Content View
Ready & 4
o -
<« €3 » 10095105-WNA-1 »
File  View Help
Connections
e 8 qgl Server Certificates
- ki
W5 Start Page . - . . .
. Use this feature to request and manage certificates that the Web server can use with websites configured for S5L.
v--aj 10095105-WNA-1 (10095105-
¥ Application Pools Filter: - Go - % Show All | Group by: No Grouping <
w (& Sites — -
o @ Default Weh Site MName Issued To Issued By Expiration Date Certif]
. [ = V- -1009510 ifi T
| bower_componen WMSVC-SHA2 WMSve-5HA2-10095109 Import Certificate ? % |soed
.| docs
W] sre

? waternet_webapi

Certificate file (.pf):

Password:

Select Certificate Store:

Personal

Allow this certificate to be exported

Cancel

August 2022



2. Edit bindings

0 Default Web Site Home

Q- |28

W Start Page

Bl Explore
= Edit Permissions..

Filter: - % Go - (g ShowAll | Groupby: Area

95 SRVEASYNET (SRVEASYNET\EasynetUser)

[} Application Pools ASP.NET

a.[8] Sites ;;“& R‘ﬁ
2@ Default Web Site
NET

-] bower_components NET
i% docs i Authorizat.. Compilation

b [P watemet_mdb2inp
b (P watemet_updates Connection Machine Key
b [ watemet_webapi Strings

s

2 9

Authentic... Compression

M P

Modules  Output
Caching

Management

Configurat...
Editor

4

NET Error NET
Pages  Globalization

3
Pagesand  Providers
Controls

3
Default
Document

o=

o=
Request  SSL Settings
Filtering

Error Pages

B ©

NET Profile  .MET Roles

&L [

Session State SMTP E-mail

& &

Handler HTTP ISAPI Filters
Mappings  Respon..

-
=V
NET Trust
Levels

7/
URL Rewrite

Logging

Application
Settings

MIME Types

Edit Site
Bindings...
Basic Settings...
View Applications
View Virtual Directories

watemnet.dhigroup.com en
=443 (https)

Advanced Settings...
Configure

Limits...

@ Help

Edit Site
Bindings...
g Basic Settings...
, » SRVEASYNET » Sites » D View Anpiotine
e View Virtual Directories
Eile  View Help
Manage Website (a)
o
Restart
: -~
Q- iz |8 b Start
& Start Page @ Stop
4 ﬂﬁ SRVEASYMNET (SRVEASYMET\EasynetUser)
Browse Website

@' Application Pools

4@ Sites

4 €D Default Web Site
I -] bower_components
biﬁ docs
b sre
p@ waternet_mdb2inp
b@ waternet_updates
p@ waternet_webapi

Edit Permissions...

8] Browse*:80 (http)
Browse
@l

waternet.dhigroup.com on

*1443 (https)

Advanced Settings...

Configure

Limits...

@ Help
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3. Addsite binding

DHI

Add Site Binding ? >
Type: IP address: Port:
|https v| |F'|.II Unassigned v| |443
Host name:
[] Require Server Name Indication
551 certificate:
www.leakagemonitor.com e Select... View...
OK Cancel

4. Change the site bindings order

=T

Site Bindings ? *
Type Host Mame Port IP Address Binding Informa... Add... F
https 443 * _

. Edit...
http a0
Remove
Browse
Close
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5. Redirect http to https:

DHI

|7 |8,
Start Page
WIN-PABODPHVEW 3 (WIN-PABC
Q Application Pools
I-[@] Sites
0 site 1.mydomain.com

v Require SSL

Q SSL Settings

This page lets you modify the SSL settings for the content of a Web site or

¥ Require 128-bit S5L

0 site2.mydomain.com

& 0 S R Client certificates:
&€ sited.mydomain.com (¢ Ignore
" Accept
" Require

The following steps need to be done to update the WaterNet Advisor installation for a new SLL protocol.

1. Update Tomcat. Navigate to Tomcat/keystore folder:

+Mame
&l

1. [bin]

L [conf]

1 [Java]

| [keystore]
L [lib]

1 [logs]

L [temp]

L [webapps]
L [work]

|| DotNetZip-y2fdwzdk
|| LICEMSE
|| NOTICE
“|tomcat

And paste new certificate there:

+Mame Bt Size Date Attr
&[] <DIR>  01/13/2020 17:07 ----
|| keystore 3,971 02/20/2018 15:07 -a--
@waternet_dhigroup_com pfx 5600 02/20/2018 16:29 -a--
@wiIdcard_waternet_dhigroup_com pfx 5601 0&/28/2019 17:56 -a--
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2. Navigate to tomcat/conf/server.xml

va\omaaticonf®> >
+MName Ext Size Date Attr
& 1] <DIR=  08/21/20017 13:37 ----
U [Catalina] <DIR=  02/20/201817:22 ----
|| catalina policy 13,026 03/28/2017 16:44 -a--
|| catalina properties 7,449 03/28/2017 1644 -a--
= context =l 1,613 03/28/2017 16:44 -a--
|_1 legging properties 3,431 03/28/2017 1644 -a3--
2| server xml 7,083 02/05/202011:28 -a--
= tomcat-users xml 2277 027202018 1439 -3--
|_|tomcat-users xsd 2,692 03/28/2017 1644 -a--

aE

= web il 173,062 03/28/2017 1644 -a--

And add the path and password for you certificate into the server.xml file:

File Edit Search View Encoding Language Settings Tools Macro Bun  Plugins Window 2
cHHRELE stk o ny 2 s BE8E EERHae| I EE
B mw_res_online_tot_rpt_alam20180515_20180614-without-mum.csv (3 =] serverxml B3

58 maxThreads="150" minSpareThreads="4"/>

=Z r -

60

61

62 =] <!-- A "Connector" represents an endpoint by which requests are received
&3 and responses are returned. Documentation at :

&4 Java HTTP Connector: /docs/config/http.html (blocking & non-blocking)
&5 Java AJP Connector: /docs/config/ajp.html

&6 APR (HTTE/AJP) Connector: /docs/apr.html

a7 Define a non-5S5L/TLS HTTP/1.1 Connector on port 8080

68 r —-—>

&9 <Connector port="8080" protocol="HTTE/1.1"

70 connectionTimeout="20000"

71 redirectPort="8443" />

72 <!-- A "Connector" using the shared thread pool-->

73 B <1

T4 <Connector executor="tomcatThreadPool”

75 port="8080" protocol="HITE/1.1"

Ta connectionTimeout="20000"

77 redirectPort="g8443" />

T8 r -2

79 B <!-- Define a SSL/TLS HITP/1.1 Connector on port 5443

80 This connector uses the NIC implementation that requires the JSSE

81 style configuration. When using the APR/native implementation, the
82 OpenSSL style configuration is reguired as described in the APR/native
83 r documentation -->

84

85 <Connector port="6443" protocol="org.apache.coyote.httpll.HttpllNioProtocol"”
86 maxThreads="150" S5LEnabled="true" scheme="https" secure="trume"
87 keystoreFile="c:\Tomeat\keystore\wildcard waternet dhigroup com.pfx" kevstorcPass=" N
88 clientRuth="false" =slProtocol="TLS" />

89

an

3. Restart tomcat service
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6. Firewall blocks Geoserver

MIKE WaterNet Advisor Version 2020.07.10 contains improved Geoserver security.

1. Change the geoserver url in index.html that is used by the frontend of the application
C:/interpub/wwwroot/waternet/index.html or C:/interpub/wwwroot/index.html
2. Inindex.html add use-ws-auth-headers="*

uth-headers=""

ternet_webapi” _webapi/api " layers exs. js0n
squot;zh-Cequot;, &quot;cs-CZaquot;, &quot;ja-JPaquot;, &quot;de-DE quot;pl-P: quot;pe-PTaquot;,
online-check-interval="s" local-csm-uri="" local-csm-extent=" (13147232, 2359473, 13684633, 307396517 local-osm-resclution="[4,

date-0l-applied:
e-languages="[aq
" licen : nterval

s-file=Manalyses

25001 ">
</dni-muwa-app>
</div>

<div id="main">
<dhi-muwa-app analyses-file="analyses.json" use-wd="" update-Ol-appliced="" api—uIl="Iwaternet_webapi" geod

use-two-phase-auth="" default-language="en-U5" available-languages="[&gquot;en-US5&guot;, &guot;zh-CNiguot; |
&quot;es-ES&quot:;, &guot;hu-HUaguot:, &guot;fr-FR&guot:;]" licence-check-interval="120" online-check-interw
2500]1">

</dhi-muwa-app>

</dive

erver—url="fwaternet_webapifapi!geoservex!“ layers—-file="layers.json" use-ws—auth-headers=""
s&quot;ja-JP&guot;, &gquot;de-DEsquot;, &gquot;pl-PL&guot;, &Quot;pt-PTagquot:,

EQuoOt;cs-CZaguot;,
13684638, 3073965]" local-osm-resoclution="[4,

al="5" local-osm-url="" local-osm-extent="[13147232, 2359473,

See the entry below:

<div id="main">: geoserver-url="/waternet_webapi/api/geoserver/" use-ws-auth-headers=

3. Change the geoserver url in web.config that is used by the backend of the application
c:/interpub/wwwroot/waternet_webapi/Web.config

El The linked image cannot be displayed. The file may have been moved, renamed, or deleted. Verify that the link points to the correct file and location.

<add key="geoserverUrl|" value="http://localhost:8080/geoserver/" />

4. Block the port 8080 on firewall, check that it is not reachable on a blocked port and check that it
is working on new port
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http://localhost:8080/geoserver/
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7. Cannot open the login page or run simulations, Windows password changed

In case that there was a change to the password on the machine and user profile where the application
is running, it is necessary to perform the following steps.

1. lIS (Internet Information Services)

Open ISS and select Application Pool

” [ (2 » emwamemnm » Application Pools

Eile View Help

CY I % Application Pools

I ?i Start Page This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes,
45 T e contain one or more applications, and provide isolation among different applications.
Q Application Pools

b [& Sites

From Application Pool, select the “WaterNet” and “Advanced settings”

Add Application Pool...
Set Application Pool Defaults...

&

Application Pool Tasks
Start

Stop

Recycle...

Edit Application Pool
Basic Settings...
Recycling...

1IN B

Advanced Settings...

Rename

XK Remove

View Applications

Q Help

Select “Identity” and click the “...” on the right hand side to change the identity setttings

P Generate Process Model Event Log Entry
I R =[]
Idle Time-out (minutes) 43200
Idle Time-out Action Terminate
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O Built-in account:
I V]
® Custom account:
R — I sa |

Confirm password:

2. Services

Open Services and select “DHI MUWA — SimExec service”

DHI

File Action View Help

e @ = Hem »>»mnwn

2 Sendices (Local) |y il

Select an item to view its description. Name =
., Cryptographic Services
2% DCOM Server Process Launcher
S\s Device Association Service
’.Jé Device Install Service
S.L Device Setup Manager

e - .
I % DHI - MUWA - SimExec service

"%, DHI License Manager
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Select Properties - Log-on and define the new user name and the password.

Log on as:

() Local System account
[] Allow service to interact with desktop

@ Thisaccount:  reEmmmesdee | | Browse...

Pmu‘d: |............... |

Confirm password: |ouonu-ouoou |

Next, restart the service.

-

File Action View Help

e [EEc= Hm »enwp

% senvices (ocal | [To Garticas (lacal)

DHI - MUWA - SimExec service Name =
4 Cryptographic Services
top tmhl 7 DCOM Server Process Launcher
I Bestart the service Sﬁ Device Association Service
% Device Install Service
Description: 4 Device Setup Manager
Starts the simulation runs for DHI 4, DHCP Client
b %% DHI - MUWA - SimExec service
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